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MEMORANDUM FOR SEE DISTRIBUTION

SUBJECT: Employment of Collaboration Capabilities Procedures

1. References.

a. Memorandum, Army Knowledge Management Guidance Memorandum
Number 1, 8 Aug 2001.

b. AR 25-1, Army Knowledge Management and Information Technology
Management, 30 Jun 2004.

c. AR 70-1, Army Acquisition Policy, 31 Dec 2003.

d. DOD Instruction 5200.40 DOD Information Technology Security Certification
and Accreditation Process (DITSCAP), 30 Dec 1997.

e. DOD Instruction 8500.2, Information Assurance (IA) Implementation, 6 Feb
2003.

f. AR 25-2, Information Assurance, 14 Nov 2003.

g. AR 380-5, Department of the Army Information Security Program, 29 Sep
2000.

h. DOD Directive 5500.7-R, Joint Ethics Regulation (JER), Aug 1993.

i. AR 380-10, Foreign Disclosure and Contacts with Foreign Representatives, 6
Jun 2003.

. AR 340-21, The Army Privacy Program, 5 Jul 1985.

] k. DOD Memorandum, CIO, subject: DOD Net-Centric Data Strategy, 9 May
003.

_2. This memorandum establishes Army procedures on the acquisition and
implementation of Army collaboration capabilities to be deployed on the Army
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Enterprise network or at local enclaves or domain levels. Collaboration cgpabilities are
defined as the wide range of structures, processes, procedures, and services or tools
necessary to enable two or more individuals who are not co-located to use an electronic
synchronous or asynchronous environment to communicate, plan, coordinate and make
decisions to achieve an objective. This procedure applies to the Active Army, the U.S.
Army National Guard, the U.S. Army Reserve, U.S. Army civilians, and applicable U.S.
Army supporting contractors.

3. Collaboration across the Army Enterprise and in a Joint, Inter-agency and Multi-
national environment is critical to the Army's Joint Expeditionary Mindset. Collaboration
enables our Forces to rapidly plan operations, exchange combat experiences,
disseminate lessons learned, proven practices, and propagate operationally sound
sustainment practices through the Modular force to the Power Projection/Support
Platforms.

4. Army organizations will use the enterprise collaboration services and tools on Army
Knowledge Online (AKO) to the greatest extent possible. AKO is the Army's integrated
Enterprise portal and is an essential underpinning of the Army’s transformation to a net-
centric, knowledge-based force.

5. As the Core Enterprise Services Domain Lead, the Army CIO/G-6 is responsible for
the development, operations, and maintenance of AKO and works in consultation with
the AKO Capabilities Control Board (CCB). The AKO CCB was granted a charter by
the Army ClO Executive Board (EB) to prioritize requirements for implementation of
enterprise collaboration services and tools.

a. Army organizations and systems developers will submit their collaboration
requirements to their Army ClO EB representatives to ensure consistency with their
functional proponents’ or commands’ collaboration strategy and overarching
requirements. These requirements need to be included in each functional area IT
portfolio to be managed against competing requirements.

b. Upon validation and submission by their Army ClO EB representative, the
requirements will be reviewed by the Knowledge Management Division, Governance,
Acquisition and Chief Knowledge Office Directorate, CIO/G-6, and evaluated for
enterprise-wide implementation. Fully vetted requirements will then be reviewed and
prioritized by the Army AKO CCB and scheduled for implementation based upon
resources, policy, and technology implications.

6. Because all requirements are not, by nature or scope, applicable to the Army
enterprise, Army organizations and systems developers may have collaboration
requirements that are not met through AKO validated by their organization and
submitted through their Army AKO CCB representative. Prior to obtaining additional
collaboration services and tools, regardless of whether IT or non-IT dollars will be
axpended, Army organizations and systems developers must work with their senior
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information management officials (e.g., Chief Information Officers (C10s), G-8's, etc.)
to obtain all necessary waivers and/or approvals. This pertains to all collabaration _tools
and services regardless of dollar value or source. For non-IT funding of collaborq’uon
services or tools, an Army Knowledge Management (AKM) Goal 1 Waiver is required.
AKM Goal 1 Resource Execution Guidance is issued by the Information Resource
Integration (IRI) Directorate, Army CIO/G-6. Additional information is available on AKO
on the IRl Homepage. The AKM Goal 1 Waiver process point of contact is Mr. Steven

Smith at (703) 602-7900, steven.smith9@us.army.mil.

7. The Army Enterprise Infostructure Technical Configuration Control Board (AE! Tech
CCB) will maintain a list of Enterprise collaboration tools and services on the Approved
Products List (APL), located on the AKO AEI Tech CCB Homepage. Army
organizations and systems developers may use tools on the APL if deployed in
accordance with the approved configuration and implementation processes. If the
collaboration tools and services will be used across the Army Enterprise Network and
are not found on the APL, the proponent must use the Request For Change (RFC)
process to introduce the tool and service for consideration into the AE| Tech CCB. For
more information, contact AEl. TechCCB@us.army.mil.

8. For collaboration tools or services not on the APL, Army organizations and system
developers will:

a. Ensure that the collaboration service or tool is certified by the Joint
Interoperability Test Command (JITC) or has obtained a DOD Collaboration
Interoperability Testing Program Statement of Non-Applicability (reference AR 25-1,
paragraph 6-2). The point of contact for JITC testing is Mr. Robert Bouvier at (301)
744-2698, and a list of certified products can be found at
http:/ite.fhu.disa. mil/washopsfjtcd/dcts/projects.html.

b. Obtain Intra-Army Interoperability Certification where applicable (Reference
AR 70-1, chapter 7).

¢. Obtain Information Assurance (IA) certification as per DODI 5200.40
(DITSCAP) implementing IA Controls in accordance with DOD 8500.2 (Information
Assurance Implementation) and AR 25-2. The Army approving authority for 1A
certification is the Director of the Office of Information Assurance and Compliance
(OIA&C, NETC-EST-I). Upon approval, the certification is submitted along with the
software to the organization that will host the service.

d. Upon receipt of the |A certification, the hosting system/network will:

(1) update and obtain Designated Approval Authority (DAA) approval on the
existing system/network accreditation to include the new capability using the OIA&C 1A
certification memo as |A certification documentation. For tools or services deployed on
the Army Enterprise Network, the enterprise DAA is the Director for Enterprise System

3




SAIS-GKM -
SUBJECT: Employment of Collaboration Capabilities Procedures

Technology Activity (NETC-EST-D). For more information contact
IACORA@us.army.mil;

(2) follow guidance contained in the Networthiness Implementation Plan to obtain
Networthiness Certification from the U.S. Army Network Enterprise Technology
Command/Sth Army Signal Command (NETCOM/8th ASC). For more information,
contact army.networthiness@us.army.mil or (520) 533-4994, DSN 821. Netwaorthiness
Checklist Procedures and other applicable documents are available on AKO on the
Networthiness Homepage. Tools currently in use that do not have, at a minimum, an
Interim Authority to Operate (IATO) have 30 days from the date of this memorandum to
obtain an IATO or migrate to an approved product.

e. Link the collaboration tool or service to AKO through Single Sign On (SSO).
AKO currently provides the only autharitative Army Enterprise directory and the ability to
manage identities, profiles and key information at the Enterprise level. Information and
instructions on executing AKO SSO, including forms and technical platform
requirements, are available on AKO. Linking to AKO through SSO does not currently
apply to hardened tactical systems that exchange information or capabilities being
deployed in bandwidth constrained tactical environments. For collaboration capabilities
already in place for which there is no current technical solution to enable SSO, a
waiver, to include a migration plan, must be obtained from the Knowledge Management
Division, Army CIO/G-6.

g, Investments in collaboration services and tools should use the established
DOD/Army Enterprise Agreements through the Army Small Computer Program Office
(ASCPO) as per AR 25-1, paragraph 6-2. The existence of an Enterprise agreement
does not signify approval for use on Army systems and the Army network. The Army
organization or systems developer purchasing products through the ASCPO are
responsible for ensuring that the services and tools comply with the policies and
procedures outlined in this memo. Available Enterprise Agreements can be accessed
at the ASCP website http:/pmscp.monmouth.army.mil.

10. When using collaboration services and tools, Army organizations will adhere to all
usage policies and guidlines established for information technology and
communications systems. This includes, but is not limited to, the requirement of
commanders and supervisors to:

a. Develop acceptable use policies for all users under their control (AR 25-1,
paragraph 6-1).

b. Develop local policies and procedures on access control and management of
information used in collaborative efforts (AR 25-1, 25-2, and AR 380-5).
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c. Comply with configuration management and |A vulnerability management
policies to maintain security of the collaborative environment over its entire lifecycle (AR
25-2).

11. All individual users are responsible for any communications and/or exchange and
creation of information using collaboration capabilities and are subject to applicable
professional, ethical and security guidelines (AR 25-1, AR 25-2, DOD 5500.7, AR 380-
5, AR 380-10, and AR 340-21).

12. In addition to appropriately securing and managing access to collaboration services
and tools and the content used and generated by collaboration activities, Army
organizations and systems developers will foliow all applicable content management
and net-centric data strategies, policies and guidelines (DOD Net-Centric Data Strategy

http://defenselink.mil/nii/doc/).

13. These procedures are effective immediately. Details of the processes identified in
this memo will be made available at the Implementation of Collaboration Tools and
Services site on AKO. The point of contact is Ms. Marlu Vance, (703) 602- 9635,
marlu.vance@us.army.mil or Ms. Laura Petrosian, (703) 604-2019,

laura.petrosian@us.army.mil.

STEVEN W. BOUTELLE
Lieutenant General, GS
Chief Information Officer/G-6
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